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The widespread acceptance world-wide of Open Systems Interconnection (OSI) has 
resulted in an increasing number of computer networks being installed that are based on 
intemationally agreed standard protocols defined by the Intemational Standards Organisation 
(ISO). Associated with any computer network there must be instrumentation for the 
monitoring and analysis of the network performance. Most instruments cum:ntly available 
for use with OSI networks, however, are relatively low-levcl in so much that they are 
concerned mainly with monitoring and analysing the usage of the transmission medium. In 
conrrast, the protocol analyser described in this paper, in add.ition to performi.ng such 
functions, is al so capable of performing detailed analysis of the interactions between any two 
systems connected to a network and the verification of their operation against the adopted 
protocol standards of the network. Als6, the results of the analysis operations are presented in 
a high-level, graphical style that requires a minimum of lrnowledge about communication 
protocols on the pan of the user. 
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1 INTRODUCTION 

The acceptance worldwide of Open Systems Interconnection (OSD by most large computer manufacrur~;;rs ·wcr 
procurement agencies means that many computer networb are now being installed that are based on a s!andard 
protocol defined by t.IJe Intemational Standards Organisation (1SO). Although prior to !he commissioillng of the 
communication subsystem within a networked computer !he protocols making up the subsystem are subjec!ed ID 
rigourous conformance tests. should a fault be suspected in an operntional system it is also necessary !O ¡pmvide 
facilities to allow !he operntion of a system to be mooitored and any internctions i!llaylsed ID eru;ure it is 
functioning correctly. This is patlicularly imponant dwing the commissioning of a new ~twark, for eJr.ample, 
and also wh¡:n a system is being added toan ope:ationalnetwork. This paper is concemed sp!cifically wít.l, ¡j¡is 
aspect of OSI networks and describes the results of a res=h project lhat has been concemed wi!h the design 
and implementation of a network protocol analyser !hat has !leen implemented for !his pmpose. 

Most network analysers [1,2,3,4,5,6,7] !hat are c=tly available~ simply log al1 network ttaffic - frrune 
aansmissions -. in a passive way and then subsequently use !he logged data to determine such swistics as the 
distribution of traffic levels around a network, !he leve! of us.age of each network segment, time and load related 
problems, verification of network error handling, and so on. Normally, a proflle of !he performance of the 
network is created and the network behaviour clwacteristics are then presented tllrough a series of summary 
screens. The network characteristics are generally presented as bar, lústogrnm or performance - agrunst - time 
sarnpled graphs. Hence from !he analysis, one can deduce, for exarnple, network utilísation as a line chart wi!h 
!he actual data points for each sarnple over !he sarnplíng period. This type of s!aiistic can be very useful ro a 
network manager since, from !he captured data, nodes, for example, lhat generare large quantities of data can be 
singled out for further analysis. 

In addition to such features, sorne analysers provide sorne rudimentary facilities for investigating !he .actll31 
frame interactions between two selected systems. SI!Ch analysers, !herefore, are referred 10 as (networlc) 
protocol analysers. Normal! y, however, with most current protocol analysers !he gathered data is presented in a 
basic ASCTI-hex form and hence such analysers generally r.eed expen opernrors wllo ltl!ve a morough 
knowledge of the protocols being analysed. In comrast, !he protocol analyser ID be described, provides ¡¡ user­
friendly facility that reduces !he leve! of expertise required from the operntor when analysíng the behaviour of 
(OSI) netwo~ks lhat are based on ISO. 

The paper comprises seven sections. After the introduction, Section 2 gives !he rntionale behind !he work 
and !he approach adopted. Section 3 describes the overall strncture of sorne of !he software tools develOJY'..d. 
Section 4 gives sorne detail about how !O configure and generare an analyser for a specific network 
environment. This is then followed in Section S by a description of !he ron-time components of a prototype 
analyser, and in panicular, how !he user can con!rol interactively both !he analysis and style of presenmtion of 
the gathered data. In !he ISO standards documents, !he Protocol Data Units (PDUs) exchanged between two 
peer protocols are in a precise! y defined format and Section 5 describes how the messages galhered are decoded 
prior to analysis with examples of the analysis and presentation procedure adopted. Finally, Section 6 discusses 
sorne of !he implementation details of !he analyser in a more general context and Section 7 concludes !he paper. 

2 RATIONALE 

The adoption of a layered archítecture for !he ISO reference model for OSI [8,9, 10,11 ,12] means tl!at e:ach 
protocol !ayer can be treated as a separate ef!tity for analysis and teSt purposes. Each !ayer in !he ISO model 
provides a well defmed set of user services !O !he byer above it Md operntes ¡¡¡;wrding to a ¡;rrn::isely specified 
protocol. "' 

Moreover, the structure (formar.) and contents of the PDUs exchanged between two corres¡xmdent (peer) 
protocol entities are a!so precisely defined. Typically, a PDU cm~ted by one !ayer will comprise i¡s own 
Protocol Control lnformation (PCD together wilh !he PDU(s) from !he higher layer(s) in its user da!<l field. This 
is shown in diagrnmmatic form in Fig. 1. 

The effect of this is lhat by analysing the composite infomwion in each frnme ~rnnsmitted between two 
systems over a network, it is possible ID deduce: 

the identity (address) of the sender and intended recipient of each frlime; 
!he PDUs making up the frame; 
!he protocollayer to which each PDU relau:s; 
the protocol control information associated with each layer. 
As wil! be expanded upon later, each frame trnnsmitted over an OSI neiwork consists of an integral nrunber 

of octets - 8 bit bytes - and most network analysers simply present !he PC! rebting ID e.ach !ayer as a s!ring of 
ASCII - hex characters. To deduce the cause of a suspected fault wi!h such analysers, therefore, requires 
considerable expertise and lrnowledge on !he pan of the user. 

Withín !he standards documents relating 10 !he ISO protocols well understood rechniques llave bren 
adopted for defining both the user services provided by a protocol !ayer and also !he specification of !he 
operation of a protocol enúty; !he former is in the form of a time sequence diagrnm whilst !he latter is no:rmally 
in the form of an event-state lable. 
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Clearly, therefore, if when analysing !he operation of eilher a single pro!OCol !ayer or a complete 
communication subsystem !he various PDUs anc! associated events can be related direclly to !he relevan! 
gr¡¡phical template, then il will be more straight forward for a user of !he :malyser fma.ly, !.0 follow (and hence 
undersLand) !he sequence of events wltich ha ve occurred in relation 10 !he st.andards document and secondly, te 
determine !he cause of any errors should these alise. 

When carrying out a particular test run, !he amount of data gathered can be considerable. Thus, when 
presenting !he results of a test run it is importan! !ha! this is done in an interactive way so !hat !he user can 
fJist.ly, proceed with !he analysis operation at his or her own rate :and secondly, die tate !he sequence and amount 
of detail wltich is te be displayed. For example, if a user is interested only in, say, !he Tl'll!lsport Layer [13,14], 
!hen it is importan! to display only !he messages wltich relate 10 it. Altemalively, if a user is interested in the 
behaviom of a complete communication subsyswm, then !he interactiom and PDUs relating to al! !he layers 
must be presemed. In either case, however, the presentation of this infomwion should be in a top-down manner 
so that !he leve! of detail displayed is under !he control of the user. This"ls the approach wltich has been adopted 
for !he design of the analyser 10 be described. 

3 OVERALLSTRUCTURE 

Befare describing the' dewl fea ~mes of the proiDtype networlc prooxol analyser that has been developed 
[15,16], it is perhaps helpful to frrs! identify !he majar software components that malee up the :malyser. A 
schematic of the various components is shown in Fig. 2. 
Essenti.ally, there are two majar software componenrs - one concemed with Environmem Selection and-the other 
Run-time components. The function of !he Environmelll Selection component is to allow the user to tailor !he 
analyser to !he requirements of a particular open system environment. This is a one-off operntion and, once 
canied out, !he anal y ser is ready ID be connected te the network. 

The Run-time componen! is itself comprised of !hree sections- Monitoring, Message Decode and An.alysis. 
The Monitoring component is concemed with !he capture of messages from the network medium. Clearly this 
operates in real-time and the captured messages are !hen s10red on disc 10 await further processing. 'The 
Message Decode componen! operates on !he captured data and is responsible for parsing each logged message 
10 identify the individual PDUs that make up the message. Once this has been carried out, the Analysis software 
is !hen run. The latter provides the user with an interactive facilicy te a.llow the style of presentation of the 
anal y sed resuh.s to be selected. Each of the majar components_ willnow be described. 

4 ENVIRONMENT SELECTION 

It should be remembered, there is not just a single protocol standard for each !ayer in the ISO reference model. 
Rather there are a number of standards each offering a different leve! of functionality within !he context of !he 
!ayer 1.0 wltich it relates. Moreover, as experience is gained from !he use of a partic:ul& standard, so revisions are 
made te it, often with significan! differences from !he original version(s). Clearly, therefore, it ís important 
when creating an open syst.em envil"onmem for the admirlistrative amhoricy te specify not only tlle· particular 
standards te be used at each !ayer but also the version numbers of these standards. The resulting set of standards 
is then referred te as the configunuion profile or road map of the environment When selecting a network 
protoco! anal y ser, therefore, it is necessary ID ensure tha1 it has the cooect configuration proflle for the network 
environment that is te be used. An example, of an environment that is based on the ISO protocols i!: MAP [17]. 
There is now a fully defined configuration profile for this lrnown as MAP3.0 and indeed it i.s for this 
environmem that the network pro10eol analyser 1.0 be described has been initially targered. 

4.1 Configuration profiie 

The set of protocols ID be used with !he analyser are selected from a list of possible protocois using an 
imeractive software too! knoWil as Configure. An example of its use is shown in Fig. 2 (a..h). 

The example relates to the selection of a configmation profile for MAP3.0. The operntor fll'St selects the 
appropriate protocol suite needed 1.0 malee op an analyser for use in thi.s environment. It should be noted that 
al!hough the selections in !.he example are specific ID !he MAP3.0 ana.lyser, the software is designed 10 be able 
to handle any combination of the standards spedfied in the menu. As can be seen, as each !ayer in !he reference 
model is selected !hen al! !he protocol sWJdards supported by the analyser for the selected !ayer are listed. The 
user is thus able ID select !he appropriate pro!OCol te be used for each !.ayer simply by using a selection button 
on the mouse. 'Then as each protocol is selected, this information is added 10 the configuration fl.le of the 
analyser. The latter is included wi!h the parsing cede for each !ayer prior te compilation. Heilce, after · 
compilation, just the code necessary toparse the selected protocols will be produced. 
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4.2 Jll'DU template gellleration 

Once the set of protocols to be used in ille enviromnent 1!.1lve 'beeil selected, it is !hen necessary ro generme a 
precise defmition of !he PDUs associal.ed with each se!ecled protocol. 

Many of the ISO slandards have a number of optional features associated wilh !hem; for example, wiill 
respect 10 the inclusion of a particuiar fieid within a PDU. Hence, having :~elecl.ed a collfig¡¡rn!ion profile, i! is 
!hen necessary for Lile user 10 :~e!ect !he inclusion (or oll!erwise) of LIJase fields !hat are optiona! i.ll each protocol 
malcing up the selected proflle. This is accomplished ming !he imernctive software too! Gew:rale and an 
exarnple of its use is shown in Fig. 4 (a .. d). 

As can be seen, as each protocol !ayer is selected, the list of PDUs I!SSOCiated with the se!ected protocol are 
listed. The user then selects each PDU in OJm and, if ll11Y of !he fields are optional, the user is prompted 10 
specify whether the fie!d should be included or not Tlms after this ~ a precise templare for each protocol in 
!he suite will have been genernted arte! this is llSed in me Run-time phase. by the corresponding ¡:mser code 
generated as a result of the earlier configuration operation. 

5 RUN· TIME COMJll'ONENTS 

Before describing !.he features of each of tlle Rllll-time components in dewl, it is perhaps helpfW fli"St to out!ine 
a cypical user dialogue wi!h the .implemerued sysrem. A scliematic representing !he overa.ll menu is shoW!l in 
Fig.5. 

As wi!h all interactive systems, the menu is hiernrchical in structure witll tlle user selecting 11 specific opl.ion 
at each leve! in the hierarchy. Thus !he highest (system) leve! menu illlows the ~.~Se~ to enter !he required 
operationa! mode: Monitoring, Message Decode or An.a/ysis. 

Normally, the Monitoring mode is selected fll"St as this is concemed wilh !!le logging of !he frnmes 
trnnsmitted on lhe transmission medium. The user willlhen select the Message Decodt mooe a!!d this will use 
the previously created !ayer parsing code (engine), togeiber with the PDU remplates where a~te, to 
deduce !he individual PDUs PCI making up each logged message fl'ame. Final! y, the usa- selects !he Analysis 
mode to present !he results of the decoded message (frnme) requence 10 confurn or o!.herwise the correct 
operation of !he wgeted sysrem . 

.5.1 Monitoring 

The Monitoring mode allows the messages exchanged during a dialogue be!Ween !Wo (or more) selected 
systems to be monitored and logged. The user fust enters the (network) addresses (or Mmes) of the !WO s:ystems 
and !hese are frrst checked against a file - !he system directory - !llat contains a list c¡f l.lil !he names a!!d 
corresponding addressesthat are in use. The netwod:: illddres:~eS (or names) are !hen used ¡¡s !1 fllter 10 log only 
those messages which are exchanged between !hese !WO systems. Fig. 6 pan (a) soows !he operaror lw selected 
File Transfer Access and Managemem (FTAM)[12] as the application entity of itl~ereS! and pan (b) soows the 
opera10r entering the network addresses of tlle two nades of int.erest. 

The operator is !hen requested 10 specify the nlllllber of messages that it re¡;¡uires to capmre during !he 
Mollitoríng phase. Once the selected number of messages llave bren captwed l!l1d stored on disk (ara timeout 
interval expires), !he network protoeol analyser is !hen ready w analyse !hem. 'This is achieved; f~TS!ly by 
parsing each message 10 ascernin !he PDUs it conlains - Message Decode • and !.hen mll!!lysing !he c:oorent and 
sequen ce of the PDUs 10 verify the correct operation of each system- AMiysis. 

5.2 Message Decode 

The parsing cede for each protocol in tlle selected configurntion (produced by !he Conjigllre progrnm) is Jmown 
as a parser-engine. Also, associated with each ¡mser-engine, mere is 11 script me !lw manages the ouiput of !he 
parser-engine. There is then an additional script-f!le which invokes each ~-engille m !he correct requence 
and also manages any data produced by !hem. 

Essentially, as each parser-engine is called, it ll!kes in a Presentation Stream (PS) ofheudecimal digits • 
!he contems of a logged trame - parses it, and lhen displays the parsea coorents in a readily Mderstl:JOO fmm. 
Altematively, if an error is detected when pming !he PS, then the operateds wamed anda mess.llge indicating 
where and which octe!(s) of !.he PS is(are) in fault is wri~:ten against tlle faulty octet(s). Al!hough all !he PCis 
relating to each protocol are parsed, only the essential fielcls in the PO are prinred. In addition, l!owever, i! is 
possible to request a more complete version of the PCI should this be re¡;¡uired. 

As an example of !he M essage Decode phase, assume that it is required to anl!lyse !.he behavicmr of two 
communication systems that are exchanging messages over a faciOry-wide broadband MAP ne!Worli:. A cypical 
sequence ofmessages exchanged (in ASCII-hex form) with such a network are ¡¡s shown in Fig. l. 

The message sequence relates 10 two FTAM protocol entities and !.hese have ~leen obwned by simply 
moni10ring all transmissions over !he factory-wide broadblll!d transmission medium and usi.llg !he physical 
network addres:~eS of !he two systems as a f!lrer. 
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As \V~ mantiollll!I~Mrlier, ~u:oe me •WIÍt of im~lioi'l ~ durii'IS a mooi!Cftdl p!lriocl may be wge, 
¡~ is im¡l(lfiím! 10 ¡:;rovide ffi fiieilily 10 eMbl~ lile WJa' 10 m~m~~:iively seiect, ill 1 IOJK!cvm way. lile leve] of 
llelajl relating 10 me in~m~ctions whicli lill!slle ~ ~~ m. Thus. ms Cillll be $ólM in lile ll!efil.i shown earlier in 
Fig. 5. w!Jen l.ile Aoolysis molle is seleclll!l, !.he l.Wlf is ~ 10 select lile leve! of inl.mletions which are of 
ime-res! • Symem Leve!, uyu Leve! IY Lo¡¡ical Se.quence Cbecker (LSC). An eumple of eiieh will IIOW be 
¡presemed. Eal:ll ure~ Uie ~¡¡e;¡¡¡¡;e of memg~ shoW!I eariier in fig. 7. 

System Leve! 

The $fvell-layers in Ule ISO ref~ce model Ci1111 be divided mm two gít'i!!JlS ac:cring w illeir func:tion -
:o!pplicgtion-oriemed (whkh embraces lllym 5·1) mi ootwOOI:-orien!.ed (whicll em~ laym 1-4). Thus, 
when the System Leve! option is selected, lile ~~m is ~~len !ll1kOO ro ~ die m:¡uiRd f~ group. As 1111 

e=ple, Fig. 12 pm (a) shows lile IASf:l' ~~e~ting me I!Wli~-orien!OO layw :md ille intem:liom shown in 
pan (b) and pan (e) of this figure relate 10 me ¡¡pp!il:llilon-orim!OO ¡¡m¡¡p. 

Essen!Wly, lile decoded meSSl!ge ~ence is fd ~ Md ooly ~ soomg~ whicllllave PDUs 
relgting 10 !he a¡jplication-orian!ed laym are liJ'Wy$ed. As Cillll be !lml, !he in~CN IR shown against a 
grnphical template l!!ld me user swps lhrollgh me in~l:ioos wilicllllave labn ~~~ (~ by llllllysing lhe 
messages exchanged) simply by pressing a key oo me mouse. Alm, thll bwer I!Wysis window aciS u a 
commentary window ¡¡¡¡d gives usef!!l commeniS aboot the liru!Jy;;is ~ being camed 001 williin each parsed 
lirll!lle. In addition, a vertical bubble bar is providoo oo lile side of Ibis wilidow, me height of !he bar represen !S 

ihe posi!lion of the displayed frame wi!hin a.ll the mesSl!¡llS captuml 
A similar procedure is fol!owed 10 display me inrem:l.ions relgting 10 me netwmk«ianted g,mup md 111'1 

g¡z_;m¡pie sequence is shown in·Fig. 13 p:m (a) and pan (b). 
A simil~ preprocessing plme is cmied mn bu! ws lime only m~sa11es whicll conlain IDUs rehu.ing 10 me 

llpplication-oriented layers analysed. Alw, as~:.~~~~ be r>eell, a different gr.¡phicru ~emplale is !~sed but, apan from 
!his, exac!ly !he same pn:x:edure is followed 

Clearly, if during !he disp!ayed sequen~::.: ¡¡ fault i.'i ~red. me 11m' will illen reql!ire additional or more 
de!ailed information to 'lr'J 10 asreruillJ !he ~use of lhe C!wiL NOI'iMlly, Ibis wW be relmed 10 a specific prooocol 
layer !IDd llenre !he uyer Leve! WO!llld lllen bl': :~eiec!ed with !he ~led faulty !ayer¡¡¡ !he lafgeL In this way. 
!he user is able lo obW!l fmt 11 higl:! leve! view of il!e oper.Woo of the sysrem th€m, should a fault be smpec~ed, 
a more detailed view oí !he mspecled ~. 

To anal y se lile imernctions involving a specific iayer, &he user selects l.ile uyer Leve! option m~d, as 111'1 cumple 
of ils use, pan (a) of Fig. 14 shows lile M~ seiecting lile Lllyer Level optioo md pm (b) ~s me cype of 
graphicru templare used. 

The !ayer (protocoi en!ity) selected is FfAM :md lile sreps sliown again relau: 10 lile message sequfl!ce in 
Fig. 7o For lhis type of Maiysis me messa¡¡es me agrun preproc.essed and ooly il!ose which have PDUs n:la!ing 
10 t.he relecred !ayer are al'laiysed. Th~: style of presenwion i5 inlel'lded to show lile ~ pmvided by !he 
!ayer !IDd hence !he graphi¡;:¡¡j templare used is a lime seqoonee diapn. 

As with il!e System Leve! displlly, the user ~o mmy select !!.!lditional illfomilltion if this is ~ in me 
!ower analysis window. A scrollblir is airo provided oo me side of il!e window so t1w !he user can ¡o bmck 10 
me previous PDU being displayo;! . .Airo, i.nfOOIIWioo is provided m !he winoow 10 inmcare which bme in a 
requence is under analysis. Thus, in me eW!lple mOWI'I in pm (e) of :Fig. 14, me user lw ~ 10 display 
more information· relating 10 me IN1RQ FTAM PDU. P¡s was descn'bed ~Mrlier, lile mous :FTAM PDUs are 
defined in ASN.l form lllld hence, mee lhls defmilion is m:¡uired (fcr each PDU type) for !he deeoding pmc:ess 
Olltlined earlier, lile various fields ~ialed with lhe PDU an: displayoo apinst die oom.sponding ASN.l 
remplate 10 told re.!!dability. Cle.!lrly, if a complete ¡¡equmce of m~es is beillg a!Wysed, in addi!io11 w 
ruJalysing - !illd displaying • selected m~S!Iges, it is possible w n:W.e me ¡¡equem:e te !he fcmnal dd"mitioo of 
me pro~ol entizy of lile !ayer ili!der illvestigatioo. By Malysi.!'lg a ¡¡eqoonce of fmmes, il is pomble w ueemin 
me c:=t (or otherwise) flllictioning of !he prowool 'beh!iviom. 

The !IDalyser must respond 10 lllly cype of combillalioo of' PDUs wlliclllillve i'l=llrllnSmitled lletwem me 
KWo nooes ll!lder considerntion. For this reason, all lile uaphical templares devi.sed 1:111 mact dynm¡ically w my 
eombination of decoded PDUs. In panicular, when preparing me graphical wnplateS l:llrll lw !leen !Ken Ui 
make mem suir.able to respond 10 !he dynamic behaviom of ¡¡ wst mn. The display i~ mmy man llti!IY 
¡:¡osition in a ~.est. Also, shollld a frnme be enoountered lhal is faulty (lhat is, lwl oot been dealded), ~Jlen !he user 
is alened of i.his. 

796 



As was depicted ear!ier in Fig. 2, each message comains PCI re!ating 10 a number of protocollayers and 
hence the fmt step is ID decode each message iniD its constituent paru based on the known structure of each 
PDU as defmed in the relevant standards document. The decoded PDU boond.aries relating ID !he messages 
shown in Fig. 7 are thus as shown in Fig. 8 part (a) and part (b). 

As can be seen, the fmt two messages comprise only PDUs up ID !.he Transpon Layer whilst the others 
cornprise PDUs for the fui! seven-Jayers. In practice, !his is readily determined since, after each parser-engine 
has been callea - staning at the MAC Sublayer- a test is made ID determine whe!her !here is any data remaining 
in !he frame buffers; if time is the next parser-engine is called, olherwise the parsing is complete. 

To illusttate !he above procedure, consider !.he fust message block in Üle 'sequence. The various steps 
in volved are shown in Fig. 9. First the pro!DCOI control information relating to Úle MAC Sub !ayer is detemtined 
by using !he MAC parser-engine derived from the ISO 8802.4 standarcUiimilarly, !he PCI relating to the ll.C 
Sublayer is determined (again using !he appropri.ate parser-engine derived from !he llC ISO 8802.2 standard 
docwnent) and so on untillhe complete message has beeri parsed. " 

In the standards documents the strocture and contents of each PDU up 1.0 and including !he Session Layer 
[19,20] is defmed in a fued bi!/octet string form. The PDUs associa!.ed witb !he Presentation Layer protoco! 
machine [21,22]and !.he various application !ayer entities, however, are defmed in an Abstract Syntax Notation 
(ASN.1)[23,24,25,26]. Asan example, a PDU rel.ating 1.0 the FTAM protocol is shown in par! (a) ofFig. 10 and 
pan (b .. e) ouilines how the rel.ated PDU is encoded. 

As·can be seen, each field (data element) in !he PDU is of llll abstract data cype lllld the corresponcling vruue 
making up the PDU is then encqded as: 

Type - t!ús indicates !.he type of the data element; bo!h simple rypes such as INTEGER, BOOLEAN etc. are 
used and ruso consrructed types such as SEQUENCE (similar toa Record type) and SET; 
Lengtll - t!ús inclicates !.he nwnber of octets which follow in the coments field; 
Contents - this is !.he actual value of tbe data elemeni, represenled in a fixed (concrete) syntax form if it is a 
simple rype, or a funher type field if it is a consrructed type. 
Each PDU will have a differem encoding (and hence decoding) procedure associated wiih it bui, since lhe 

fll'st octet always defmes ihe type of ihe PDU, tben ihe appropriate procedure Cllll be selecte.d ll!ld used to 
imerpret (decode) the values associated with each data element. Asan example, Fig. ll shows !he output of the 
parser-engines for !he application support layers including the Session Layer. 

Once the monitored and logged message sequence has been decoded - first into individual PDUs and lhen 
!he various fields (elements) in each PDU identified • it can then be analysed and clisplayed to enable !he user to 
observe !.he interactions that ha ve taken place. Basically, in this phase a long f!le is generated relating to all !he 
message frames parsed by tbe Message Decode and !he output of !he parser includes enough information in !he 
geneiated file to determine if a PDU is in error. 

When a PDU is detected to be in error, an audible and a visible signa! are given ID !.he user in !he form of 
sounding the keyboard bell and flashing !he screen, plus putting !he erroneous PDU name in inversed screen 
mode. · 

A PDU in error is determined either by its Unique Identifier (UI) not being recognised as being a PDU 
belonging to lhe Jayer or while parsing !he individual fields within a PDU an out of range field is detected. 

There is also a help facility provided for searching through any of the parsed (decoded) files produced by 
the parser-engines in their appropriate windows. These windows may be invoked individually or in any 
combination. The contents of !he parsed me, therefore, may be printed and used to identify any errors that may 
be present prior to selecting tbe Analysis mode. Altematively, if there are a large number of frames being 
decoded, tbe parsed file may be llll'ge anda more user-friendly analysis option is mus offered to !he user. 

Operational modes 

There are two altemative Message Decode processes and hence operational modes - Manual and Automatic. 
Witb the Manual mode of operation, !he use: has to specify !.he frame number 1.0 be decoded. Consequently, this 
has a slower performance r:ate, but a number of help facilities are provided at each stage of parsing the 
individual PDUs malcing up the frame. For example,the user can enquire about the parsed PDUs for !he srune 
!ayer in otber frames in !he sequence by simply paging !he appropri.ate window. If lit ¡my lime an error is 
encountered wilhin a PDU being parsed !he audible and visible bells are invoked. The biggest advantage of !he 
Manual mode is that !he parsing of frames does not have ID be done in tbe sarne arder !!S !he stored sequence of 
frames. This mode is intended, therefore, as a means of examining !he contents of individual frames ralher !han 
the sequencing of frames. 

Wilh !he Automatic mode of operation. !he user may elect to have the total parsing operation (that is, of all 
!.he logged frames) done automatically without !he display of any of !.he parsed outpuL In adclition, !.he use: may 
e!ect to specify, say, a specific !ayer protocol in which case only !.he parsed ootput relating to lhat !ayer will be 
produced. In eitber evenL, however, !.he out¡mt of !.he AuiDmatic mode process fonns !.he input of Úle Analysis 
process. 
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A reccmd type oí ¡¡naJysis lhat can be done on !he parsed PDUs is semantic analysis of !he PDUs. This involves 
cilecking the sequence ofPDUs and hence only when !he ¡:mser-engines llave syntactical.ly checked !he contents 
of all !he ft-ames in ¡¡ loggoo sequence !his is canied Olll 

The checking process in vol ves a lhorough knowledge of !he im.errelationships of !he PDUs for a !ayer. This 
lrnowledge is based on !he specification of !he state-madúne of !he selected pro¡ocol of !he iayer under 
examination. Al! the possible v:ilid sequences of PDUs relating 10 !he operntion of a proiDCoi machine áre srored 
in a tab!e. Tl!is iilfonru~tion is !hen urea by !he LSC 10 dete~mine wilh a good probability, whelher !he sequence 
of the PDUs eltchanged be!ween two communiCllting protocol entities is in a vrilid sequence. 

Asan exa.mpie, !he conte!ll.s of the sequence table for the FTAM protocol e~~tity is slloWII in Fig. 15. This 
Kw bren constrm:red by analysing !he operation of !he FT AM S~ate;,machine given in !he ISO/DI S 8571/4 
FT AM specification Document '"' i.OO.iClltes a vslid sequence and a bl.!mk an inva!id sequence. k!. can be see, a 
¡;mtocQI sm:h ¡¡s Fr AM lla.s 41 PDUs associated with it and llenc.e I!Wiual seque~~ce checking is difficult. The 
LSC !l"ius W:es much of !he burdoo away from lhe opei"liiOr. 

The selec12ble options available wilh !he LSC provides llle opemm wi!lllhe capabilicy of chedcing for !he 
corree! seqllence o:í !he PDUs ill !he logged pmed messages for all the protocol entities supported by !he 
amlyser iil my of !he seven layers. The input file used by !he LSC is ¡¡gain !he output file produced by !he 

process. An elWllpie of !he ouq:mt of !he LSC is shown m Fig. 16. 
This again relates ro !he !ogged message (ñame) sequence slloWII earlier in Fig. 7_. As can be seen, the 

selected protocol !ayer WJder test is transpon and, as eacll TPDU ill !he sequence i.s processed, an ind.ication is 
given wether !he PDU ís valid or not (i.e., is or is not in lhe correct sequence). The algorithm of the LSC is 
based on a t·wo dimemional t<~ble driven procedure. The incoming PDU tmder test is then used as one index and 
ille lllst PDU processed as the other index. 

6 DEVELOPMEJ".'T ENVffiONMENT AND TESTING 

The nerwork protocol analyser described has been irnplemented on a S un Workstalion® [27]. The progrnmming 
language used is C [28] running under !.he UNIX"' opern!.Íllg system. The soun:e code of !he basic analyser -
wmprising the cede necessa!)' 10 analyse the MAC through Presentation Layers- occupies I Mbyte. Add.itional 
cede is !hen required for each application entity supported; for ewple, FT AM requires 80 Kbytes and MMS 
[29 ,30] l 00 Kbytes. A typical executable version of lhe analyser requi.res in !he order of 3 Mbytes of main 
memory whích includes !he add.itional grnphics and window software tools for the m¡m-machine interface 
discussed. 

The menu fadlicy !!sed wilh the analyser operates in !he Suntools e~~vironment. SunView {Sun 
Visual/Imegrated Environmem for Work.stations) grnphic primitives are !lSed for devising !he inter'aetive 
graphic ana!ysis of the ana!yser. Only !he S un View graphic package has been used 10 devise !he graphics 
utilities. Hence, if there is a requirement for changing the grapl!ic primitives ID tha! of anolher package, changes 
can be made easily. There are wee graphic programs associated wiill !he analyser: Schematic, Nerwork 
Statistics and Analysis. Since lhey al! use the Sunview graphic primitives, lhey llave been merged inro a single 
program. An ¡¡¡-gument is iheii passed to !he ;;¡¡e;;¡¡¡able merged progra.ü, so lha1 mdividual progr..ms :may be 
called independemly from eme !lllo!her. 

Testing 

The physica! interface 1.0 me analyser is, of course, network dependent. Essentially, however, it is lhrough a 
communication card comaining just !he appropri.ate physical interface circuil!'y for !he network being used. The 
flltering and message srorage operations are lhen performed in real-time. Also, in addition 10 perlorming lhe 
flltering operation, st<~tistics relating 10 network usage are computed !llld maintained. 

Two examples of communication ca:rds far use with !he Sun are !he MVME374 EthemetTM Controller 
Module [31] and lhe MVME372 Advanced MAP Coottoller. The fi!St provides a Sun interface toan 802.3 
E!he:met"" network and the recond an interface te an 802.4 token-bus networlc. Bolh mese boards contain a 
separate processor and loc:al memoey that i.s used for !he corresponding protoool software: lhe flfSt !he complete 
TOP [32] software suite !!lid lhe secood !he complete MAP suite. With !he analyser, bowever, i.lle J.aner is not 
i!!Sed, of course, and instead !he physical network interface controiler operares ill the promiscuous mode and a 
sma!l program is lhen used mat simply performs me filtering and statistics gathering operntions. 

Both boarcis can moniror the cable in real-time and deduce frame exchanges between two specified systems. 
The frame excllanges between !he two specified systems are passed ro !he host system for processing. The 
frames are time stamped and srored on disc ro awaitlhe decode and an:alysis processing. In addition, the frame 
comems are pri>11ed on one of two windows: one 10 display all !he frames sent by !he soun:e node and !he o!her 
lo display ail !he frnmes sen! by the destination node. In lhis way, the operator can readily see that the system is 
perfo~ming ille Monitoring operationand, hopefully, both systems are exchanging frames. 
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For l.est and deve!opmem of the analyser twb differem ¡¡pproaches were used. The f!l"St Wled a se& of 
programs (ene per !ayer) that were writi.en 1.0 allow a user w i.n!erl!Ctive!y creare composi!e frnmes comprising 
any selection of !ayer PDUs. A set of"such frnmes were then ~!sed for the earlier test and developmem phases. 

In the second approach the analyser was tesled with real data gathered from !he oommunication between 
two S un Workstations® running !he MAP3.0 software. A subset of these trames was shoWII earlier in Fig. 7 and 
aU the analysis operntions were perfonned on this data 1.0 verify its correct operntion. 

7 CONCLUSIONS 

The aim of the work described in this paper has bee!l 10 develop a mite of software tools 10 aid the detailed 
analysis of the inrernctions between two computen c:onnected 10 M OSI lletwcrl: lllat is based on !he ISO 
pro!.OCO!s. The results of !he analysis operntion :~re presemed ro !he user against ruitable graphical templates. 
Also, the level of detail in !he presentation of the results can be in~tively oontrolled. The result is a high­
leve!, user friendly interface that re.quires a mínimum oflmowledge of ¡:rotoools onlhe pan of tlle operator. 

In addition 10 being used with the anaiyser, sorne of the software tools described are a!so being used as the 
basis of other instrumems. For eumple, a Dynarnic Tester [33] is CUI"relltly being implemented lhat al.lows a 
suspecled faulty system to be tesl.ed dynamica!!y and !he cause of the fault diagnosed automalica!!y. This 
employs the same Environment Selection software ancllllso !he same Moniloring and Musage Decod.e Run­
Time components. Selected test scenarios each c:omprising composite frnme seq¡Jences are fim crellled, together 
with the expected response frnmes, using these 100ls. The at:tuai l!l'ld e;q>eeled response frnmes are then 
compared and wy differences high!ighl.ed against !he corre:;ponding PDU templates. 
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Figure 1: 

Figure 2: 

Multiple Lllyer Interactions. 
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(a) 

(b) 

(e) 

(e) 

(h) 
" .. 

Figure 3: Configuration Profile: (a) MAC Sub/ayer; (b)LLC Sub/ayer; (e) Nerwork Layer; (d) Transpon 
Layer; (e) Session Layer; (j) Presentarion Layer; (g) ACSE Application Entiry; (h) FTAM 

Applicarion Enriry. 
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Figure 4: PDU Template Generation: (a) Select NetworlcLayer: (b) Define DT NPDU; (e) Select SessiDn 
Layer;(d) Dejtne CN SPDU: 
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Figure 13: Analysis ofthe Nerwork Oriemed Layer:;: (a) CormeclionRequest Frame; (b) Connection 
Co¡¡firm Frtzme. 

809 



FI.U!<::> ~~ ,-,-----, 

c:;:¡JE:JCEJ 1 """~""" 
noual.llt ~"P""~' 

f,J"'""'',..·'"'' f---=- Ufl~<fCUl \=-.- r.J .... ud•""·'"~~ 

(b) 

u .. ~ .. ~.~~, ..... :-o ... v• 

u:¡¡::~:~, 

~~¡a,.. "' ,,.:~~ . 1 
lilw.!>:lro!~ta·'l<l 

r •• ,~ 1. n.. 1t~ ¡- •~ 
rl~::-:o~.:.;str""''"'a~ 

Tho :.0\.o Unn P•rl e! u... ~AR F~~ 
lo:lh!•U!:Jbrll!:!'\<!'ta 

,., ... ~,.¡ ............. ~ { 

i 

rJnnull,.,.>il<l 

•~io:z>nuu ...... ,cf..,.,..totm "u•l'i'""""nu"~~-, r ..... u..,...,,.,..,,..., ··~:¡D. 

al:!lr..,·W·Inl""""u"" ·~"-'·~~-, 
(UD-~IOO.Ol.-.!f•,..,.~•"" "''"""'"l•r.....,.qry. 
-"''IIU•\)'l>O'"l>it ( 

1 
~·\W'S-""""'"~nl•TJ'I"3•~....,-

J. >n.tu...,..,....,.,,, .,,.u~ .... ,·. 
-t·a~n...,t". 

!IIU<V~I"l~e( 
"fole~L!tro" 

(e) 

Figure 14: Layer Level:(a) Selecl FTAM Application Entiry; (b) Time Seq~Mncing Diagram,· (e) The Poned 
lNIRQ FTAM PDU. 

810 



Figure 15. 

Figure 16: 
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